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1. Firely
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FHIR out of the box

By the people who co-created FHIR
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Our FHIR toolkit

Bring FHIR to life
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Firely Server –Certified Solution

21st Century Cures Act
Giving patients and their care givers secure 
access to electronic health information (EHI)

CMS Interoperability Rule
Improving health information exchange 
for patients, health care providers, and 

payers)

ISiK and ISiP
Improving interoperability

between hospital information systems

MedMij and VIPP
Increasing data exchange between care 

providers and patients, and between 
healthcare providers

EHDS
Giving patients and their care givers secure 
access to electronic health information (EHI)
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FHIR RESTful API & search

More than 85% of FHIR Rest API implemented

• (v)read, search, patch, history, etc.

• (conditional) create, update & delete

• batch, transaction

• _include, _revinclude, (reverse) chaining, etc.

• Custom search parameters

https://server.fire.ly/
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Security/SMART on FHIR

Support for SMART on FHIR v1 and v2

Works with any SMART on FHIR  (OAuth 2.0) compatible auth server

Including Firely Auth
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Features: Auditing

Registration of audit events:
▪ Log entries

▪ AuditEvent resources

Contents of audit event highly configurable

AuditEvent resources cannot be tampered with

HIPAA compliant

ATNA compliant

xShare Yellow Button



Firely

Setup
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1. authorize
2. access token

1. $summary
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Request Summary
Yellow Button app
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• Start the app

• Click the button
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Patient log in
Firely Auth
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Log in as patient
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Grant permission
Firely Auth
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• as a Patient, read and search every resource 
within my record

• as a User, read and search Medication 
resources

• SMART on FHIR v2 syntax
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Generate summary
Firely Server
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• construct Composition

• fetch related resources

• generate narratives

• bundle it up

• enforce authorization layers
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Browse data
Yellow Button app
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Check Audit

{
  "resourceType": "AuditEvent",
  "id": "43fcb63e-dfbc-4223-a551-ff01d415abc6",
  "meta": {
    "versionId": "a9104d58-13e4-460e-a6da-5cb09fbc1ba5",
    "lastUpdated": "2025-11-30T11:24:23.579+00:00",
    "profile": [
      "http://hl7.org/fhir/StructureDefinition/AuditEvent",
      "https://profiles.ihe.net/ITI/BALP/StructureDefinition/IHE.BasicAudit.PatientQuery"
    ]
  },
  "extension": [
    {
      "url": "http://hl7.org/fhir/5.0/StructureDefinition/extension-AuditEvent.category",
      "valueCodeableConcept": {
        "text": "Executed custom operation $summary"
      }
    }
  ],
  "type": {
    "system": "http://terminology.hl7.org/CodeSystem/audit-event-type",
    "code": "rest",
    "display": "RESTful Operation"
  },
  "subtype": [
    {
      "system": "http://hl7.org/fhir/http-verb",
      "code": "GET",
      "display": "GET"
    },
    {
      "system": "http://hl7.org/fhir/restful-interaction",
      "code": "operation",
      "display": "operation"
    }
  ],
  "action": "E",
  "recorded": "2025-11-30T11:24:23.579+00:00",
  "outcome": "0",
  "outcomeDesc": "200",
  "agent": [
    {
      "type": {
        "coding": [
          {
            "system": "https://profiles.ihe.net/ITI/BALP/CodeSystem/UserAgentTypes",
            "code": "UserOauthAgent",
            "display": "User OAuth Agent participant"
          }
        ]
      },
      "who": {
        "reference": "http://localhost:4080/R4/Patient/e8c3437b-68ee-4397-a09e-489c548f2f9f",
        "display": "l.koster@fire.ly"
      },
      "requestor": true
    },
    {
      "type": {
        "coding": [
          {
            "system": "http://dicom.nema.org/resources/ontology/DCM",
            "code": "110150"
          }
        ]
      },
      "who": {
        "identifier": {
          "value": "yellow-button"
        }
      },
      "requestor": false
    },
    {
      "type": {
        "coding": [
          {
            "system": "http://dicom.nema.org/resources/ontology/DCM",
            "code": "110153",
            "display": "Source Role ID"
          }
        ]
      },
      "who": {
        "identifier": {
          "value": "yellow-button"
        }
      },
      "requestor": false,
      "network": {
        "address": "127.0.0.1",
        "type": "2"
      }
    }
  ],
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Considerations
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The Format
Will it be FHIR?
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Controlling the contents
Who and how?

IPS, with $summary, lets the server create the composition

$document lets the user supply a composition

$everything includes everything within the users’ authorization
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Authorization
SMART on FHIR

• Client authorization:
• Well-established standard with SMART on FHIR v2

• Very detailed attribute-based access control

• Launch context

• Firely Server adds:
• AccessPolicy (user authorization)

• Tenant

• Operation access
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xShare Yellow Button seems easy on a FHIR 
Server, but it needs many components 

working together
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Questions
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