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Agenda

1. Firely

2. Setup

3. Demo

4. Considerations
5. Questions
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100% FHIR dedicated

FHIR out of the box
By the people who co-created FHIR




Our FHIR toolkit

Firely Server Simplifier.net Firely dQM

FHIR-native data Web-based platform Real-time digital quality
platform for FHIR data modeling measurement solution

Consulting Services

>

FHIR Training




Firely Server -Certified Solution

CMS Interoperability Rule
Improving health information exchange
for patients, health care providers, and

21st Century Cures Act

Giving patients and their care givers secure
access to electronic health information (EHI)

payers)
EHDS —
Giving patients and their care givers secure
access to electronic health information (EHI)
: Mij and VIPP
ISIK
. exchange between care
Improving

between hospital information systems proviuers diid patients, gnd between
healthcare providers
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FHIR RESTful API & search
https://server.fire.ly/

More than 85% of FHIR Rest APl implemented Capability statement

. 1
) (V)read, SearCh, patCh, hIStOry, etc. "resourceType”: “CapabilityStatement”,

"id™: "438fcB8%d-allf-4ebf-8f6E-5adafEf36=%a",

° (Condltlonal) Create’ update & delete ”mf:::‘;iinld": "271585bd-b95b-4729-8b75-d21d5942=0984"

"lastUpdated": "2822-84-12T21:02:20.7665596+00:08"

*  batch, transaction s

e _include, _revinclude, (reverse) chaining, etc. s g Jeemuer ire 1y) hin/ CapabilityStatenent /FirelyServert,
¢ CUStom SearCh paramEterS "E:;zt?n";irzii ;Er-ver" 4.8.1 CapabilityStatement”,

"status": "active™,

"experimental”: true,

"date": "2822-84-12T21:82:28.7665725+80:08",
"publisher™: "Firely",

"contact™: [

{
“name"”: “"Firely",

"telecom": [

1

"system”: "email”,
"wvalue": "server@fire.ly”,

!ILISEII: !le:lr‘l‘{ll

"name": “"Licensed to",

“telecom™: [

1
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https://server.fire.ly/

Security/SMART on FHIR

Support for SMART on FHIR v1 and v2

Works with any SMART on FHIR (OAuth 2.0) compatible auth server
Including Firely Auth

SoF vi

clinical-scope ::= ( 'patient' | ‘user' ) '/' ( fhir-resource | '*' ) '.' ( 'read' | 'write' | '*' )’

fhir-resource If O ~ @—,—N
l‘ @

SoF v2
r— O—LOONRONONRO O~CmmDy
_user ) )
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Features: Auditing

Registration of audit events:
=  Logentries
=  AuditEvent resources

Contents of audit event highly configurable
AuditEvent resources cannot be tampered with
HIPAA compliant

ATNA compliant
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Setup
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1. authorize
2. access token

\4

fireywn
Log in

Please log in with Firely Auth to access your protected data.

©

Remember me Forgot Password?

Log In

Demo setup

fire
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1. $summary

Get My

Summary

FIRELY SERVER

A turn-key FHIR Server that’s reliable and easy to use

Supports the processing of health data and skyrockets interoperability in your
organization

FHIR Endpoint http://localhost:4080 [

Firely Server 6.5.0.0 Capabilities
This server implements FHIR STU3, R4 Find out what Firely Server can do by
and R5. It was built with SQL and viewing the CapabilityStatement

ASP.NET Core.

License: Test
Licensed to: server@fire.ly
Expiration date: 2026-02-15

View Licensed Plugins View Capabillities

xShare Yellow Button

Download Your Trial

More Information

G2 FHIR Server product info

GO Firely Server's documentation

GD SIMPLIFIER.NET

SNC |

> View Certification Details

fire



Request Summary
Yellow Button app

 Startthe app
* (lick the button

Firely xShare Yellow Button
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Get My

Summary
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Patient log in
Firely Auth

Log in as patient Users *° A °© Y +

Full Name 1 Email User Type Type
Christiaan Knaap christiaan@fire.ly Practitioner ] Local >
1 auTH f
f.re Gastone Farnese g.farnese@fire.ly Patient ] Local >
Log in
g Louise Koster |.koster@fire.ly Patient ] Local >
Please log in with Firely Auth to access your protected data.
10 - 1

|.koster@fire.ly

Clients velow] ol v [+

------ ®
. .
Remember me Forgot Password? Client Id Description Enabled Client Type Tags H#
Standalone App /
vellow-button xShare Yellow Button Enabled EHR Launch App >
Log In
10 - 1
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Grant permission
Firely Auth

xShare Yellow Button App is requesting your

permissions
» as a Patient, read and search every resource Uncheck the permission you do not want to grant
within my record personal information
« asa User, read and search Medication Your user identifier
resources User profile ()
« SMART on FHIR v2 syntax Application Access to Grant All Permissions

launch/patient (i)
patient/*.rs

user/Medication.rs (i)

Remember my decision
Remember this decision until | revoke it

@ Prompt me again next time

Decline Accept
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Generate summary
Firely Server

» construct Composition

« fetch related resources

* generate narratives

* bundleitup

 enforce authorization layers
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Browse data
Yellow Button app

Firely xShare Yellow Button

Koster,

Patient ID: e8c3437b-68ee-4397-a09e-489c548f2f9f

Date of Birth: July 1, 1957

Gender: fermale

Home Address: Regina-Butte-Ring 737, Saulgau, 88348, Germany
Phone Number: +49(0)2075293938

Email Address: Mo value

ALLERGY INTOLERANCES

MedicationStatements

Medication

Metoprolol tartrate (as
metoprolol succinate)
100 mg prolonged-
release oral tablet

Nitroglycerin 400
microgram/actuation
sublingual spray

Simvastatin 20 mg oral
tablet

Clopidogrel (as
clopidogrel bisulfate) 75
mg oral tablet

Lisinopril 10 mg oral
tablet

Hydrochlorothiazide 25
mg oral tablet

Amlodipine (as
amlodipine besylate) 2.5
mg oral tablet

CONDITIONS

Status

MEDICATION STATEMENTS

1 tablet (100 mg) once daily

MEDICATION REQUESTS

Intent

400 micrograms per spray, use one spray under the tongue as needed for chest pain, repeat every 5 minutes if needed, up to 3 sprays in

15 minutes

1 tablet (20 mg) by mouth once daily

1 tablet (75 mg) once daily

1 tablet (10 mg) by mouth once daily

1 tablet (25 mg) by mouth once daily

1 tablet (2.5 mg) by mouth once daily

1D

c0532bfc-7265-462b-b7d7-
94b9dB84b22fa

17f7d176-37c2-42d9-8d1a-
f0Sa5aee2063

6b448aba-e32b-460f-8490-
7967 cfeflc26

f14f0481-b214-4d51-b2h2-
eaa9003cfcch

11a49fbe-6347-4498-adea-
8cfd995d158d

edb2d11b-f931-46fe-ad9e-
5742843db%e

e555856f-babB-4f4f-b429-
836741228c72

re



Check Audit

Firely Server / Postman

resour eTyB e": "AuditEvent
"idt: " %fc 63e-dfbc-4223- a551 ff01d415abce”,
(0]

"meta :
“versionId": "a9104d58-13e4-460e-a6da- 5cb09fbc1ba5"
laSEU dated"* "2025-11-30T11:24:23.579+00:00"
rofi 3
P "htt /5h17 or§/fh1r/5tructu eD f1n1t10n/Aud1tEvent"

"https /profiles.ihe.net/ITI/BALP/StructureDefinition/IHE.BasicAudit.PatientQuery"

|9

extension": [

‘url®: "http://hl7.org/fhir/5.0/StructureDefinition/extension-AuditEvent.category"”,
ValueCOdea[.ueu)n(_ept — ]

"text":| "Executed custom operation $summary”

| }
fype": %

:sya em”: "h%tp ://terminology.hl7.org/CodeSystem/audit-event-type",
code”: “res

"display": "RESTful Operation”

§ub%ype"° [

"system”: "http://hl7.org/fhir/http-verb”,
"code": G ET"
"dlsplay : "GET"

%,

}
I-‘l" Q 1
action":
:recordeg":""2@25—11—3@T11:24:23.579+@0:@@",
outcome : ,
"outcomeDesc": "200",
"agent":

llt ell:
yp"codéng": [

"system”: "https://profiles.ihe.net/ITI/BALP/CodeSystem/UserAgentTypes”,

"code’: ' UserOautéA ent”
display": "User OAuth Agent participant”

system "httg ://h17.org/fhir/restful-interaction”
.code”: ‘operatio
"dlsplay operatlon

]

"who" :
{ reierence "htt@ //localhost 4080/R4/Patient/e8c3437b-68ee-4397-a09e-489c548f2f9f", J
er

"display”: "1.kos fire.

"requestor”: true

%,

typgcodéng [
N ga ,m ;11@1 8 ://dicom.nema.org/resources/ontology/DCM",
b ] {} xShare Yellow Button
1dent1f1er 2 q
L v "value": "yellow-button” ]
Y,

requestor": false



Considerations
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The Format
Will it be FHIR?

Firely xShare Yellow Button
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Controlling the contents
Who and how?

IPS, with $summary;, lets the server create the composition
$document lets the user supply a composition

$everything includes everything within the users' authorization

Firely xShare Yellow Button
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Authorization
SMART on FHIR

 (lient authorization:
«  Well-established standard with SMART on FHIR v2
 Very detailed attribute-based access control
« Launch context

* Firely Server adds:

 AccessPolicy (user authorization)
 Tenant
» Operation access

Firely xShare Yellow Button
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xShare Yellow Button seems easy on a FHIR
Server, but it needs many components
working together




Want to see the European Patient Summary
brought to life?

Martijn Verhoeven

Join tomorrow’'s webinar — From FHIR Data to Insight:
Dashboards in Minutes

See how the European Patient Summary can be visualized
and used directly inside existing EHR workflows in minutes.

Gasper Andrejc

Tuesday, 2 December at 12PM

. N
f"'e + @pen Health Hub

Martine Berden



Questions
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